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NMPEOVNCIIOBUE

B ycnoBuAx CTpeMUTENbHOMo pa3BnUTUA TEXHONOMNIA U LMPPOBU3aLUN HALLEN XKNSH
Kn6epMOLLEHHNYECTBO CTaHOBUTCA OQHON N3 CaMbiX 3Ha4MMbIX YIPO3 COBPEMEHHOI0
obwectsa. C pocToM UCMNONb30BaHWA OHMANH-CEPBUCOB U MOBUIbHbBIX MPUTOXKEHWIA

He TONbKO NoAK CTaHOBATCA Bonee YA3BMMbIMU 018 MaHUNYNALUA U aTak,

HO W rocyfapcTBeHHbIE N YaCTHbIE KOMMaHUW.

Mo paHHbIM CnepgcTBeHHOro genapramenTa MBLL, 3a nepBble cemb MecALEB
2024 ropa 3apeructpupoBaHo 577 000 IT-npectynnexnuin, us Hux 437 000 - aTo
MOLLIEHHNYECTBO 1 XMLLEeHMA. YiLepb oT Takux NnpecTynfieHni oLeHnBaeTcA

B 99 mnpp py6.

Mo paHHbIM BaHka Poccuu, B | kBapTane 2024 roga Konu4ecTBO MOLLEHHUYECKNX
onepawuin BbIpocno noytu Ha 17%. 3a aToT nepuop, 3noyMbiLLNIEHHUKaM yaanoch
NOXUTUTb Y KNUeHTOB 6aHKOB 4,3 mnpg, pyo6nen. HanbonbLwmnin o6bem XuweHnin
3adhmkcupoBaH Yepes 6aHkoBCcKMe KapTbl — 1,9 mnppg py6. Ecnn B npowunbie rogbl
BONbLUMHCTBO onepaLunin 6e3 cornacua KIMEHTOB NMPUXOOMIIOCh Ha OMNaTy TOBapoB
n ycnyr B VIHTepHeTe, B nocnegHee BpeMa 3M10YMbILLNTEHHUKU ChOKYCUPOBanuch
Ha OUCTaHLMOHHbIX 6aHKOBCKNX cepBucax. MoLweHHNKN He TONIbKO NOXULLLaoT

Yy YenoBeKa CpeacTBa co cyeTa, HO 1 OPOPMIAKOT HA HEro KpeauT.

He MeHee cepbe3HO Yrpo3oii CTaHOBATCA U dhelikoBbie (oXHbIE) HOBOCTU, KOTOPbIe
pacnpoCTPaHAITCA Yepea coLMalnbHble CeTU, MeCCEHIKEPDI 1 Apyrmne Lndposbie
nnatcpopmbl. JToXKHaA HOpMaLA MOXXET NMPUBECTU HE TONBbKO K MatepuanbHOMY
yuiepby, HO 1 K pa3pyLUeHWIio 06LLLECTBEHHOrO J0BEpUA, AecTabunnaaumnm
NONIUTUYECKON CUTYaLIUN N COLManbHOM HarnpAXXeHHoCcTU. DelkKoBble HOBOCTW YacTo
NCNOMb3YIOTCA /1A MaHUNYIALNUN MHEHUEM rpaXaaH, Co34aHuA NaHUKM nnu
pa3xuraHua koHdnnkToB. CornacHo aaHHbIM couunonornyeckoro IT-ueHTpa «duanory,
4yuncno penkoB, CreHepMpPoOBaHHbIX HEMPOCETbIO, BbIPOCNO NoYTK Ha 75% 3a 2024 ropg,
Mo CPaBHEHWUIO C aHaNOrM4YHbIM NEPNOLOM.

PackpblBaeMOCTb KubepnpecTynieHuil ocTaeTca CTabunbHO HU3KOM U He NMpeBbILLaeT
27%. B aTnx ycnoBuAX HEQOCTATOYHO pacCyYmUThIBaTb HA YCUIIMA NPaBOOXPaHUTENbHbIX
OpPraHoB — HY>XHO aKTMBHO MOBbILLATh OCBEOOMAEHHOCTb rpaXkaaH o kKubepyrposax.

B namATke cobpaHa nHopmaLma 0 caMblxX pacrnpocTpaHeHHbIX Ha CEroaHALLIHUIA OeHb
BUOAaX OHNaWH-MOLUEHHNYECTBa, a TaKXKe NpocTbie N adhdeKTUBHbIE Crocobbl BopbObI
C HUMW.
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YTO TAKOE ®AKTHEKWUHI
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3710 Npouecc NpoBepKn NHpopMaLnn

S
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Ha OOCTOBEPHOCTD, cba KTUHECKYIO TOYHHOCTb

& MNMowuck n aHanns
NnepBONCTOYHUKA

He poBepaiiTe aHOHMMHbIM penocTam
nnu nyénukauvuam U3 HeM3BeCTHbIX
MCTOYHMKOB. ICTOYHMK MHhopMaLi
[omKeH 6biTb aBTOPUTETHLIM 1
HaAeXHbIM

n paBun1o HECKOJIbKUX
NCTO4YHWKOB

L]
-~

2
“0

Laxke ecnn NCTOYHWUK HAOEMHbIN,
CpaBHUTE 3TK JaHHbIe C OpYruMn
MCTOYHUKaMMK. A eLe nyyile —
HallguTe NepBOMCTOYHNK COOBLLEHIA

MNMpoBepka
unTupoBaHnA
LuTnpoBaHMe [omKHO BbiTb TOYHBLIM,

MOJSIHbIM, HE BbipBaHHbIM
N3 KOHTEKCTa

B, AHanuns KoHTeKkcTa

WHorpa paHHblie MoryT BbiTh
VMCTUHHBIMW B OOHOM KOHTEKCTE
1 NOXKHbIMK B apyrom. Nayuute
oBcTOATENLCTRA, B KOTOPbLIX 6bina
nony4yeHa nHgpopmauua

= [lpoBepka ¢oTo

poBepka ¢
nBnpgeo

WcnonbayiiTe 06paTHbIA NOUCK

u3obpakeHWia AnA onpepeneHna
OaTbl NepBoHaYanbHOro pasmeLleHua

MpoBepka
CTaTNCTN4YeCKMNx
OaHHbIX
IaHHble Oom¥KHbI BbITb
NoaTBEpPXOEHbl AO0CTOBEPHbIMM

MCTOYHMKaMM M NPaBUNbHO
VIHTEPNPEeTUpPOBaTbLCA

ﬂ' OueHka
= CTWNA NUcbma

Hanuune ApKUX 3MOLIMOHANbHbIX
YTBEPXKOEHWIA B TeKcTe Nybnukauunin
MOXKET YKaablBaTb Ha HEO,OCTOBEPHYIO
MHdOPMaLIVIO NN HEBEPHYIO
MHTepnpeTaLuio 00CTOBEPHbIX (DaKTOB

«= [lpoBepkKa
nartbl nyénukauun

WNHdopmauna gomkHa 6biTh
aKTyanbHOW U HeycTapeBLLen

OueHKa 3aronoBKoOB
n copepaHnAa

4
3aronoBKW MoryT 6biThb
YTPUPOBaHHBLIMW UMK CNULLIKOM
aMoLUOHanbHbIMK. YuTainTe MaTepuan
LLenIMKOM ANA Nony4yeHUA JOCTOBEPHOM
nHdopMauunn

UcknioyeHune
& noaTacoBaHHbIX
OaHHbIX
NHdbopmauna He nomkHa BbiTb

MaHHnynHTHBHOF‘I wnu npencTaBnATb
TONbKO OfHY TOUKY 3peHVNA

20 I'IpoaepKa Ka4yecTBa
CCbINTOK

™

Bce ccbinkun A0NMHblI BECTW
Ha HageMHble N aBTOPWUTETHbIE
NCTOYHWUKWN

Cv BHuMaTenbHOCTb
K aHOHMMHbBIM
NCTOYHUNKaM
NHdbopmauma moxeT 6biTb MeHee

[OCTOBEPHOI U1 NPeacTaBnNATh
WHTepechl ornpegeneHHon CTOPOHbI
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DENKN N KAK X ONPEOENNTDb

( l Penkn — 3aBegOMO HefocToBepHand, cdanbcnduumpoBaHHas nHopmauma,
npwu3BaHHaA BBeCTU B 3abnyxaeHune. Mapkepsl derka B nybnukaumaAx He Bcerga
NoATBEPXOal0T NIOMHOCTb MHOPMaL K, HO YKaabiBaloT Ha HeobxogumocTb bonee
TLWATENbHON NPOBEPKN COOBLLEHUA.

Camble pacnpocTpaHeHHble MapKepbl

WMHdbopmaLma BbibIBaET AHOHMMHaA nogaya MpenocTaBneHne oLueHouHbix McnonbaoeaHue
CUNIbHbBIE 3MOLMN: UCTYT, nHbopMaLM OT AKOGbI CY)KOAEHWIA, BbIFOAHBIX LOragoK ¥ AOMbICIIOB
CcTpax, BO3MyLUeHNe aBTOPUTETHOrO NNLA aBTOpy, 6€3 NOATBEPKAEHNA B KAa4ECTBE apryMEHTOB
17 11 11 370 nioGbie BOIMOXKHbIE,
lNpenckasaH KoHew, cBeTal Bnuaknii kK pykoBoacTBy Onpocbl NoKasbiBaloT HO He nokasaHHbie haKTbl
YenoBeK ckasar... BbICOKWIA YpOBEHb W CoBLITUA
nopgnepxku N
MporHoanpoeaHue cobbiTii  KoHcnuponorudeckan OueHka TekyLux cobbiTuin Bamsiis
no KaTacTpoduyeckomy aprymenTauma (ceeinka C TOYKM 3PEHUA LINPOKOTO B sirs o
cueHapuIio Ha HeKMI 3aroBop) MCTOPMHYECKOrO KOHTEKCTa
(11 (11 (11 370 MOryT 6biTb ONeYaTKu,
KopoHaBupycom [ecATneTMAMM OT Hac Poccua Bcerna 6bina HYHETRLAOI;S I eosHG
nepeGoneer 90% CKpbiBanu... ToT cambiii arpeccuBHbIM OLIMGKW, Hanu'ne
HaCeNleHWA 3eMHOro LWapa  3anpeTHbIi BbINYCK rocynapcTeom SRISHIOERIN I ARDIOH DI

BblpaMeHuin

®deliKoBble COOOLLLEHNA B MecceHaKepax

XapakrepHble 0co6eHHOCTH

He umeloT aBTopcTBa Copepxart

1 CChITKM Ha KOHKPETHBbIIA HEeOOCTOBEPHYIO

pecypc (B oTnunumne MHbopmaLMIio U 4acTo

ot deiikos B CMW) opdorpacuyeckne
OLINBKN

HanpaeneHsl Ha GonbLIOK

OXBaT ayauToOpuM, MpuBA3aHbI
MOTUBUPYIOT K 4acTOM K aKTyanbHbIM
nepecklnke cobbITAM B obLLecTBe
OMOoLUMOHaNbHbI, HeratusHbI

ob6palleHbl €NUYHO» no cogepx<aHuio,

K agpecary CeloT NaHuKy
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Tunn4yHble NpU3HakKn PenKoBbIX PacCbiIOK

' HanucaHwne 3aronoBKOB 1 NpenoXeHun
NPONUCHbLIMK ByKBamMu ¢ obunnem
® BOCKNULIATENbHbIX 3HaKOB

«NPEOYMNPEMXOEHUE», < MAKCUMATTbHbIN
PEMOCT!», «PACNMPOCTPAHNTb CPO4YHO!
BO BCEX CETAHX!!I»,

Mcnonb3oBaHue aMof3un, cneunanbHbIX 3Ha4YKOB,
nageorpamm n CMaWINKoB, XapaKTepHbIX OonAa

e Ccoo6LEeHNA N NepenncK B MecceHaKepax

« CPO4HO »

Mpamoe obpalyeHne K agpecary no npodeccun unm
poay OeATEeNbHOCTH, a TaK)Ke 3MOLMOHANbHbIEe
npunararenbHble, KOTOPbie COKPAaLLAIoT QUCTaHLMUIO
MeXy aBTOPOM U YuTaTenem

) |

«PonHble mow!», «bpaTbA 1 cecTpbi!»,
«Konnerw, nopyaba! 3ta namatka onA BAC»

OneyaTku, NyYHKTYaUUOHHbIe, opdorpacduyeckmne,
peuyesblie owmnbKn

BepoATHO, aBTOp NocnaHWA co3HaTensHo
MMUTUPYET peyb NPOCTOro Yenoeeka.
Ba)kHo NnoMHUTB, B odhrumanbHbIX TEKCTaX
OLUNBKKN He OonycKaloTcA

Mcnonb3oBaHue NeKCcuKn, Kacaloteiica 6a3oBbix
LleHHOoCTel: 30opoBbe, 6e30MacHOCTb, XKWU3Hb,
nUuTaHue, Xunnuie, oeTn, oeHbrn

«l1 Toraa He HY»XHbl yKe ByayT Ham

HM COTOBbIe, HU KBapTupbl, HU o6pa3oBaHne
OeTAM, H MaLUNHbI, HW OTAbIX
KomdopTabenbHbIiA 3a rpaHuLlen»

\

N\

T~

c de JloxkHanA ccbinka Ha aBTOpPUTETHblIe NCTOYHUKW
\
\

«TonbKo npencTtaesTe cebe, 0 YeM B KKONOKona
6beT» He TonbKo crapel, Mnua, Ho n AdoHckue
crapubi»; «MctouHuk: TEPMAHUA,
MuHWcTEepCTBO 30 paBoOOXpPaHEeHUAY

MNMporHosnpoBaHne pasBUTUA COObITUIA
no KatacTpoU4ecKoOMy CLieHapuio

6

«BoT-BOT BCe pBaHeT, 1 N3BHe, HO Gonee
onaceH aonA Poccum Bcerga 6bin Bpar
BHYTPEHHWIA»

Mcnonb3oBaHne 3MOLVUOHANbHON NEKCUKM,
AaereHve Ha Yyenope4yeCcKune 4yBCTBa,
Mopanus3aTopcTeo

ey

«He BynbTe 6e3pa3nnyHbl,
He OTMaxMBalTeCh...»,
«4TOB BECb MUP 3HAN!I!»

HacToin4nBbIii NpU3bIB K 4eNCTBUIO
1 pacnpocTpaHeHunio MHdopmauun

w

«[NepepaiiTe aTO CBOEW CEMbE, BCEM COCEOAM,
3HaKOMbIM, OPY3bAM, KONneram»

BA30BAA NMPOBEPKA N30OBPAXKEHI

HOJJ.OSDMTeﬂbHOG CbOTO/BVI,D.QO MOXHO MNPoBEPUTb C NOMOLLIbIO

|
1 o

cepBuca «AHpekc.KapTuHkn». Tak Bbl onpenenuTe, Kak 4aBHO
n3obparkeHne NoABMIOCH B CETU, HaNOeTe opurnHan, obpesaHHble

N HeoBpesaHHble Bepcumn. Bo3aMoXKHO, OKaXKETCA, YTO KapTUHKa

CTOKOBaA — 3TO TOXKE NMpU3HaK henka
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YTO TAKOE ONN®ENK

9-" Oundeirk (Deepfake)

1O

3710 TEXHOMOrMA, OCHOBaHHAA Ha UCKYCCTBEHHOM UHTENNeKTe, KOTOpaA Nno3BOJIReT
co3faBaTb CbaJ'IbLLIIi'IBbIB MEﬂHa(bar‘lﬂbl, 3aM€eHAA Ha BNaeo nnua nnn maHunynupysa

n3obparkeHNAMMN Takum 06pasom, YTo pesynbTaT BuirMAQUT BrionHe npaeaonofotHo

Kateropnn gnndenkos

leHepauwa TekcTa

1 BN3YallbHOTO KOHTEeHTa
C NCMONb30BaHNEM
HelpoceTeil

Oundenkn
B peanbHOM BpeEMEHM

CnycwHr.

HeipoceTtn moryT
«KINOHMPOBATLY rON0C
noboro Yenoeeka

Ha OCHOBe ayauno3anucei
aTOro ronoca

DanbLUVBBIe aKKayHTbI.
Anroputmbl A moryT
ObITb MCMOMbL30BaHbI AR
CO30aHNA NoAaenbHbIX
npocunein B UHTEpHeTe

OTnnuntenbHble o0co6eHHOCTU anndenkoB

BupeokoHTeHT

le

Qotorpacdpun

$

Ayawno3zanuce

HeectecTBeHHble
LBUKEHNA rMas.
Hanpumep, HeperynapHoe
MopraHve

HecnHXpOHHbIe Unn
peakue OBuXeHnA
pasanuyHbIX YacTe Tena

PaccuHxpoHusauua
OBKEHNA ryb
€ NPOV3HOCUMOW peyblo

CwmelLleHne APKOCTI
Ha pa3Hbix Kagpax

HecooTtBeTcTBuME LBETA
NWLA U OCTanbHbIX YacTein
Tena

HeilpoceTtam eLue

He yOaeTcA NOBLICUTb
KauyecTBO NPOPUCOBKU
nanbues pyk (Hanpumep,
LIeCcTb NanbLeB unu

WX OTCYTCTBUE)

Ecnu Ha KapTUHKe BUAHbI
3y6bl, CTOUT
NPUCMOTPETLCA.
AHanoru4yHo NpoprcoBkKe
nanbLes HeNPOCEeTbIO

Peskan, HeecTecTBeHHanA
CMeHa MHToOHauWn

OTcyTCTBNE OKOHYaHWIA
CNOB 1 NPenioMeHNIA

OpHOCNOXKHbIE, N3NULLHE
NpPOCTbIE NPeJIOKEHNA.
Hanpumep, HeTunu4yHaaA
pe4b y NOMNTUKOB,
KOTOpble 06bIYHO NI0BAT
CNIBUAUCTBIEN
KOHCTPYKUWIA
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PACINMPOCTPAHEHHBIE
NPUMEPbI OUMPENKOB

Deiik

MwuTtenam Kypckoit o6nactu
Heo6XoaMMO NPUFOTOBUTLCA

K 2BaKyaLumW, KOTOpaA MOXeT
HavyaTbCcA B Bnvxaiiliee BpeMaA.
B CeTtw pacnpocTpaHeTca BUaeo
Bpuo ry6epHaTtopa Kypckoii
obnactn Anekcea CMupHoBa

Ccbinka Ha ek
https:/#/t.me/kursk_v_teme/103

OnpoBepxeHne

3a oCHOBY B3ATO peanbHOE BbICTyNNeHWe BPUO
ryGepHaTtopa Kypckoii obnactu, Kotopoe

OH ony6nukoBan y ce6a B opuLManbHOM
Tenerpam-kaHane. Mopaenky BbigaioT
HEeecTECTBEHHbIE OBUMXKEHWA rY6 1 MOHOTOHHbIIA
KMEXaHU4ECKNA» ronoc

WcxopHoe Bupeo
https://t. me/gubernator_46/7235

Buumanue, noxynareau nocéixka Kopenepo!

CooBwnem Bas, wro ¢ 9 aeryera 2014 roaa 33803 NPOAYKTOR i APYTHE TORIPOR
ByaeT OCYILCCTRIATHER PA3 B HEICNK - 10 BTOpHIKaM, D10 CRAIAH0 € NOCACIHHMH
COOMTHAMH | nanem pafione. B teaax Bameit Ge3onacioctTi mpocis:

# HE COLIARATE CTOANOTROPEHNE

» He CTOATH HA OTKPLITOH MECTHOCTH
7 apaiee IIAHMPYIETE NOKYIKY

Bepernme cebu n enons G, ¢ yrmcenon STMRIBCTPAIIN Marainss!

Deirk

B coucetax noaBunack chotorpadunA obbABNEHNA,
AKOBbI pa3MeLLeHHOro B MarasuHe B Nocesnke
KopeHeBo. B Hem cka3aHo, 4TO KyNWUTb NPOOYKTHI
MOXKHO ByOeT Tenepb NULLbL B onpefeneHHble OHN

Onposepx«eHue

Mo paHHomy hOTO HEBO3MOXKHO pacno3HaTh
peanbHOoe pacnonoXeHne o6bABNEHUA — HET HU
Ha3BaHWA MarasunHa, HW KakMx-TO yaHaBaembix
o6bekToB. OdhmumansHble UCTOYHWKW — BNIACTH
nocenka v permoHa — He coobLuanu o npobnemax ¢
nocTaBkoil npogoBonbcTBUA. Bce MarasmHel paboTtaloT
LWITAaTHO

Denk

BO3MYLLHaA TPEBora, nioaer
npenynpexanainT 06 onacHocTH

B koHLe cOOBLLEHWA FTOBOPUTCHA:
«Ckopo Bbl 6ynete
OeMUnnTapu3oBaHsbl.

BHP 6ynet cBoGogHON»
..ﬂ YA o1

Va Ccbinka Ha ek
2 5 W / https://t.me/uniannet/141331

1 NPOCAT CAPATATLCA B YKPbITUK.

OnpoeepxeHune

B Benropoge no paguo nposey4ana Ha Bugeo HanoxeHa 3ByKOBaA [OPOXKKa,

YTO BbIAET HECKONbKO HI0aHCOB. lNpexne
BCEro, 3T0 HAa4YMTKa, BbINOSIHEHHAA C MOMOLLbIO
HeNpoceTn. 3TO MOMHO MOHATL M0 XapaKTepHOo
OJ1A UCKYCCTBEHHOTO MHTENNEKTa KHEXMNBON
AVKLMAK» 1 COOTBETCTBYIOLLIUM CMbICIIOBbIM

M UHTOHALMOHHBIM YaapeHUuAMN. TeKcT,
KOTOpPbIiA 3ByHUT B POSTUKE, N36bITOYHBIIA

M U3NULLIHE 3MOLINOHAaNbHbIR

Bugeo onposepxeHune

https:/t.me/beladm31/18359

Ha paHHOM cnainge npencTtaBneHbl NPUMepbl 3aBegoMo
NOXKHOW UHPOPMaLMK 1 UNNIOCTPaLLMIA, PacnpoCTPaHAEMbIX
C LeNblo BBEAEHWA B 3a6Ny)KAeHUe, HarHeTaHNA NaHuKK
1N OPMUPOBAHUA HEraTUBHBIX HACTPOEHUI Y rpaXkaaH

=




QSHAHVIE
MHTEPHET-MOLUEHHWYECTBO
N KWBEPBE3OIMNACHOCTD

WHTepHeT aenaer Hally »un3Hb bonee yAsBumon. OnHa U3 akTyanbHbIX YTPO3 — OHMNaAH-MOLLUEHHUKW.
YT106bI HEe CTaTb MX MEPTBOM, HYXKHO 3HaTb, KAKe KWbBepnpecTynieHnA CerofgHA pacnpocTpaHeHbl.

Babl COBPEMEHHOIO KWBEPMOLUEHHUNYECTBA

09

DuwnHr
@
! Ataku Ha NHTepHeT Belueii (loT-ycTpoiicTea)

JkcnnyaTtauuna YA3BUMOoCTen

Atakun yepes counalibHYO NHMXMEHEPWUIO

ATaku yepes UcKyccTeeHHbI nHtennext (M)

=

.
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OuwnHr

Cnoco©6bl 3aunThl

O1 02

10

Kpa)xa nnyHbIx gaHHbIX, Hanpumep 0rMHOB U Maposiewn,
yepesa nognenbHble BeO-calTbl NN INEKTPOHHbIE NUCbMa.

03

Vicnonbaoearb NporpaMmmbl BHuMmaTenbHO NPOBEPATH CCbINKY lMpoBepATh, KOPPEKTHO
ANA unbTpauun cnama 1 KHOMMKY, NO KOTOPbIM COBepLUaeTe NV BbIMMAQWT agpec canita
nepexop, WK 3NeKTPOHHOE NUCBMO

Mpumepsbl

Kak npoBeputb
agpec cauTa

JdonycTum, Bbl XOTUTE 3aTK Ha caiT vk.
Beoaum 3anpoc B NOMCKOBYIO CTPOKY Gpay3sepa
1 CMOTPUM pe3ynbTaT Bbliaayun

Kak npoBeputb
3/1EKTPOHHOE NNCbMO

01 MpoeepAem agpec canta. OH QONMEeH BLIMMALETh
MMEHHO Tak, 1 Hukak uHave https:/vk.com

0 2 CmoTpuMm, ecTb N NOroTun
W onwucaHue y cainta

01 Hy»<HO OLeHUTb copiepXKaHune nNucbma \
1 NPOBEPUTH, 32 KEM 3aKpernsieH NoYTOBbIN
afpec oTnpaBuTens.

Ecnu B nucbMe ecTb cnoBa: «Ha Bawu cyet
3a4yucneH Bovrpbill», «3apaborainte 6es
BNOXEHWNNY N NOXOXKNE — 3TO MOLLUEHHMKM!

? BaxHo !

CrapanTech nocewarb caTbl ¢ 3alUMLLEHHBIM
npotokonom https.
S 3HauunT «secure» — «B6e30NacHOCTb»

02 Takxke cnenyer novckaTb CalT KOMMaHnm
1 y3HaTb, YKasaHa v TaM OaHHaA noyta
B Ka4yecTBe ochvLMansHON

03 Ob6paluanTe BHUMaHWe, YTO KOMNaHWWM 3a4acTylo
GepyT KOPOTKOE OOMEHHOE NMA, a TaKKe
BbIKYNalOT BCE MOXOXKne

Ecnu BMnounuTEe ONMHHOE HasBaHWe Tnna
https://vk.site.safe.com,
TO fyulle BHUMAaTeNbHEee ero NPoBepuUThH

! Buumanue

YacTo nogaensiBaioT caiTbl MapKeTNIencos, K npumepy
Wildberries. lNocne ochopmnernA 3akasa MOLLEHHUKM
NPOCAT NoKynaTenA NPOACIKUTL AUanor B KaKoM-HUBYAb
MecCCeHpKepe 1 NepeBecT AeHbr Ha PEKBU3UTBI KapThl.
Mpw aTOM Ha NOYTY AaXke MOXKET NPUIATIA NNCbMO

«ot Wildberries» o noctynnesuv cpeacTs

MolueHHKn MOryT NCNonb3oBaTb N KOpOTKHﬁ
° nomeH, Hanpumep https:/vk.org. 37o cceinka

Ha calT-3epKano, KoTophblil OT othuLIMansHOro

OTNUYAETCA TONbKO OKOHYaHMEM O0MeHa

MomHwuTe, 3TO HE3aKoHHO!

Bce nepenucku, BCe TpaH3aKLMKU 0OMKHbI
NPOMCXOAUTb TONBKO Ha nnatopme
mapkeTnneiica. Ecnu 4To-To NoAaeT He Tak, Bbi

cMoeTe 06paTUTbCA B CNYXOY Noofoep K
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i Ataku Ha IHTepHeT Bewlein (IoT-ycTpoiicTea)

CeTb yCTPOWCTB, KOTOPbIE OCHALLLEHbI CPeACTBaMun CBA3W OpYr C ApYrom —

370 uHTepHeT-Bewei (loT-ycTpoiicTea, Internet of Things). Hanpumep cucremsi
6e3onacHOCTU [OMa, YMHbIE KONIOHKW, XONogunbHUKN 1 apyrana 6bitoBan
TexHuKa. Takue yCTponCcTBa BCe Yalle CTaHOBATCA MULLIEHbIO /1A aTak.

Cnoco6bl 3alnThbl

01 02 03 04

MaonupoBaTh Takue OTcnexuBarh, He ucnonssoBartb Ecnu HeT BO3MOMHOCTH
YCTPOIACTBa B OTAENbHYIO He NogKTIoYMINCD 06Le0CTYMHYIO NOAKNIOYUTLCA
CeTb C HaeMXHbiM N K Ballen gomMaluHen cetb Wi-Fi u Tem 6onee K nomawuHen cetn Wi-Fi,
naponem OnA gocryna CETW MOCTOPOHHMWE HE nepecbinarb WUCMOoMb30BaTh
YCTPOWCTBa C NMOMOLLBIO Hee MOGUNbHBIN NHTEPHET
Ba)KHble faHHble

Mpumep

o ! BaxHo

YHenoBek Ecnu nogknioyeHuA
NOAKMIOYWNIICA K CeTH kK obwen cetnn Wi-Fi i
Wi-Fi B kKacphe He nabexxartb:

3awen B akkayHT cBoero 6aHka 01 3axoauTe Ha CailTbl TONILKO

1 Npon3Ben HEKYIO onepauuio. ¢ npoTtokosnom https

ﬂocne 3N10YyM hH.Hﬂe“HHIr‘IK 0 2 HaCTpoﬁTe p,ByxcpaKTopHyio
NOOAKNIOYNNCA K TOWN e CEeTU

ayTeHTUdMKaLMIO
N NnepexeaTtus BCe OoCTynbl —

Tenepb OeHbrn B pykax MmoLueHHKa




a 3HAHUE.
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JKcnnyarauma ya3BumMmocTen

i MporpammHoe o6ecrnedeHne NocToAHHO OGHOBIAETCA.
Crapble BEpPCWM CTAHOBATCA MEHEE aKTyanbHbIMU 1 6onee
e == YA3BUMbIMU OJ1A MOLLUEHHMNYECKNX OENCTBUMA.

Cnoco6bl 3alnThbl

O1

WNa6eraTb CTapbix BEPCUIA MPOrpaMm:
06HOBNEHUE — 3TO yCUneHne
6eaonacHocTu 1 yao6cTea

02

04

CneguTe, 4TO Bbl pagpeLuaeTte BallKUM NPUNTOXKEHUAM.
Jlyulie Bcero BoiGMpaTth NYHKT €TONBKO
MpX UCMoNbL30BaHWUN NPUNOXKEHUA

K TMYHbIM OaHHbIM,

Cnoco6bl 3awnThbl

O1

HayunTbcA pacrnosHasaThb

TaKTVKM aTak Yepesa ColManbHyio MHXeHepuio
(o6paLueHme 3a SKCTPEHHON NOMOLLBIO, MPEANOKEHNA
NpUoBpecTit KaKo-To NPOLYKT U MOMOYb PaspeLLnTb
«npo6reMHYIO» CUTYaLMIO)

02

CobniogaTb KynbTypy 6€30MacHOCT: HUKOMY W HUKoraa
He coobuainTe NOrMHbl M NApPOAK K INYHbLIM aKKayHTam,
koabl 6esonacHocTu (CVC) 6aHKOBCKUX KapT,

He OenuTech NepcoHanbHbIMIU AaHHbIMK U Apyroi
n4YyHo HdpopmMaLMen C HeE3HaKOMbIMU NiI0gbMM,
ncnonbaylite NporpaMMbl onpegeneHua cnama

Cnenuth 3a perynfapHbIM
06HOBNEHWEM W NaTHNHIOM CUCTEM

03

Cka4ymBaTb 06GHOBNEHWA

ANA MOBUNBHbLIX NPUNOXKEHWIA
13 ohrLmManbHbIX MaraauHoB
(Hanpumep, RuStore)

05

Wcnonb3oBaTh CUCTEMbI ynpaeneHA yA3BUMMOCTAMMK
014 MOHUTOPWUHIa 1 yCTpaHeHA PUCKOB

ATaku yepes counanbHYIO MHXeHepuio

3.I'onMblLLI.l'IeHHI/1KM NCNOJIb3YIOT NCUNXOJIOrMYecKune ripunembi
1N MaHUNYNMPYIOT NoJIb30BaTENAMMN. Hanpwmep, MOTYT NpeacTaBUTbCAH
COTPpyOHUKaMKn BaHka unm nonuuun oA nony4HeHnA 0ocTtyna

s

HekoTopble npunoxeHuna
nepepnaloT gaHHble CBONX
nonb3oBareneun

MoaTomy, Nnpexae 4em BbiGpaTh Nporpammy

1A onpepneneHua crnama, NoYMTainTe oT3biBbl Ha PasHbiX
WCTOYHUKAX, MOCMOTPUTE OLLEHKY NPUIOXEHNA 1 0630phkl
oT npocheccruoHanos
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anIMepbl dTaK 4yepes3 couunasibHYIO NHXXeHepuio

13

i,
i

Yenoeeky noctynun 3BOHOK
OT «COTPYAHUKOB GaHka»

MpocAT HasBaTb L1cpsI

¢ 060pPOTHOWN CTOPOHLI KapThl.
lMocne 4ero cHUMAaIOT CO cHeTa
BCE AeHbrn

®

3BOHOK 13 «TenedoHHON
KOMMaHumn»

MpocAT Ha3BaTb Mapofib aKKayHTa
Ha «locycnyrax». MoleHHUK
nony4aeTt QOCTYnN K nacnopTy

u cnipaeke 2-HIO®J1, a 3atem
oOpMIAET OHNaNH-KpeanT

Ha UMA XKepTBbl

A

3BOHOK OT «COTPYAHWMKOB»
nonuuum

OHV rOBOPAT XEPTBE, YTO Ha Hee
3aBeOEeHO Oeno 1 npeanaraiT
OT HEro OTKYNWUTBCA

! BaxHo

B nopgo6HbIX cuTyaumax Heob6xoamMmo GbiTb MOpanbHO
YCTOMYMBBLIM K Hanagkam cO CTOPOHbI 3/10YMbILLNIEHHUKOB,
penatb naysbl U aHaNUM3MpPoOBaTh, 4TO BaM FOBOPAT.

MolleHHUKIK NbiTaloTcA AencTBOBaTh BLICTPO, YTOObLI Bbl HE Ycnenun
obpaboTtaTtbh MHhOpMaLMIO U CAenann To, YTO NPOCAT.

Jly4lwe BCero NpocTo rnonoXunTb TRYOKY 1 Nepe3BoHMTb Mo othuumnanbHbimM
KOHTaKTam opraHv3aLnm, COTpYAHMKaMI KOTOPOW NpeacTaBunnch
noTeHuWanbHble MoLleHHWKW. Ecnu octannck COMHeHWA, o6paTnTech

3a CoBeTOM K npodheccrnoHanbHbiM IOpUCTam.

NpeHTndmnkaunoHHbie aTaku

Kpaxa ngeHtTudpunkaumoHHbIX JaHHbIX Nofb30oBaTenen, Hanpumep
UMeHW, [OMeHa, agpeca 3NeKTPOHHOW NoYTbl, NaposA, LUdPOBbIX

4 cepmchKaTos n 1.n. B otnn4ue ot atak YEpE3 CoLnalibHYIO

Cnoco6bl 3awuThl

O1

HacTpouTb ABYXhaKTOPHYIO ayTeHTUhnKaL o

02

NHMXEHEPWIO, MEPCOHaJIbHbIE OaHHbIE 3JIOYMbILLUJIEHHWKW NOJYyHakoT
6e3 Bawero y4acCTuA.

PerynApHo 06GHOBNATE Naponu
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A
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¥
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dundenk — oguH U3 cambix Bbl MOXKeTe NoNy4YUTb 3BOHOK,

pacnpocTpaHeHHbIX crnocoboB B TOM 4YMCne BUOEO3BOHOK,
aTtaku yepes A wnu empeocoobLueHne

{

|

ATaKu yepes NCKyccTBeHHbI nHTennekt (M)

/\;\,

WckyccTtBeHHbIn uHTennekT (M) nomoraet MoLueHHKamM o6xoauTh
3aLLNTY canToB, obpabartbiBaThb 60MbLUVE 0ObeMbl AaHHbIX, CO30aBaTh
©oToB, coBepLUaTb CramM-aTakm U MHOroe gpyroe.

f’<<\>>

®eiik MOXKET BbIFMALETb U FTOBOPUTL O4YEHb MOX0MKE
Ha Balwiero gpyra wnn poacrtseHHWKa. MoLueHHMKN
TaKXe MoryT noggenare Homep TEJ'IerOHa

Cnoco6bl 3aunThbl

O1 02

Ecnun cobecegHuK NbiTaeTCA y3HaTh
Y Bac KOHbnpeHUManbHyio
WHchopmaLMio, yrpoXkaer,
3aBepLInTe NOA03PUTENBHBIIA
3BOHOK W NepPe3BOHUTE YenoBeky

no HOMepY, KOTOPbI COXPaHeH Y Bac
B TenedoHe

03

3apaiTe HeoXWOaHHbIN BONPOC,
OTBET Ha KOTOPbIN MOXET 3HaTb
TONbKO Balll HACTOALUWIA
cobecefHUK. DTO NOMOXKET NOHATb,
KTO C BAMMW pasroeapusaer

Mpuaymaiite KogoBbie hpasbl
ONA pasroBopa no tenegoHy

04

Kaxkablil paa BeauTe 3anuch
nwvarnora, Ytobbi UMeThb
NoKasaTenbCTea MoLLeHHUYecTBa

05

Vicnonb3yiTe UHCTPYMEHThI
W NporpamMmsbl oA pacnosHasaHnA
aundeinkos

¥ Buumanue

Oundpeiik MOXKeT UMUTUPOBATbL faxe
npeacraBuTeneil rocCTPYKTYpP

OHu BynyT cuaeTs B KabuHeTe, B hopMe 1 03BYYMBATL KaKue-To
TpebGoBaHUA K Bam. B Takoi cutyaumm nyylue npekpatuTb obLueHue,

a TakXKe NpoBepuUTb MHHOPMALIUIO C NOMOLLLLIO OCTOBEPHLIX UCTOYHUKOB!
Ha odULManEHBIX caiiTax MUHUCTEPCTE U BEAOMCTB, OT KOTOPbIX
NocTynuno Nogo3puTensHoe coobLueHne.

06

lNogmeyaiiTe HETOMHOCTW B BULEO,
Hanpumep B ABUXKEHWAX
ry6 wnu 6posein

e&l
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BbiBOObI

I
VA

NsberainTe nioboin nepenaym BaXKHbIX faHHbIX Yepe3 UHTEPHEeT

TonbKo Tak MOXHO BbiTb B NONHOM 6€30NacHOCTA

@
b o

Bcerpa 6ynbte 6QUTenbHbI U HE TEPANTE KOHLLEHTPaLuu

O6azartensHo KPUTUYECKHW OCMbICNANTE nony4aemyto qu:ropmaumo 1 3anpockl Ha BallW NepCcoHankbHbie daHHble

A

MomHUTe, YTO Y rocyaapCTBEHHbIX U (PUHAHCOBBIX OPraHN3aLuii CyLLLeCTBYIOT
KaHarnbl CBA3W, YCTaHOBNEHHbIE 3aKOHOM PO

OBbI4HO 3TO 3MIEKTPOHHARA NoYTa, nouTa Poccun, cneuunanuanposanHbie nnatgopmesl («lfocycnyr).

Moatomy, Hanpumep, coTpyaHukn MBI, HUKorga He NO3BOHAT Ui HE OTNPAaBAT pasfn4yHble YBeOOMNeHUA/DOKYMEHTbI
no WhatsApp* B pamkax othuimanbHoro obuweHnA. Ha nogo6Hbie 3BOHKKM M coobLLIEHWA Bbl BNipaBe He oTBeYaTh.

*npuHapnexur komnaHum Meta, kotopaa npuaHaHa B Poccum 3aKCTPeMUCTCKOM, ee JeATeNbHOCTb 3anpeLueHa

MHUTENL. Muranesa E.O






